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Architecture 

We have implemented two cases in multi-node docker swarm each with different 

architecture.  

 

Architecture 1:  

In the first case, we have created multi-node docker swarm consisting of two nodes 

(Manager/Leader and Worker). Then we created a docker service named nginxweb from 

nginx image with 2/2 replicas, each replica on the separate node.  

 

This architecture is implemented in following steps, further recorded in this documents: 

Step 1: Creating and Verifying Multi-Node Docker Swarm 

Step 2: Overlay networking in Multi-Node Docker Swarm 

Step 3: Managing services in Multi-Node Docker Swarm 

 

 

 

  



Architecture 2:  

In the second case, we have created multi-node docker swarm consisting of two nodes 

(Manager/Leader and Worker). Then we created a docker service named bda-mysql from 

mysql image with 1/1 replica on Worker node. MySQL client app (MySQL Workbench) is 

installed on Manager Node. This database client app is used to query and upload dataset 

(bda-dataset.csv) to mysql container running on Worker Node. 

 

This architecture is implemented in following step recorded in this documents: 

Step 4: Dataset querying on Multi Node Docker Swarm 

 

  



Step 1: Creating and Verifying Multi-Node Docker Swarm 

In this section we have created 2 node docker swarm (1 Manager, and 1 Worker). 

 

1. Verify initially swarm feature is inactive and experimental feature is false by default on 

Node1. 

Node1:  docker info 

 

  



2. Initialize docker swarm mode on Node 1. It will make this node manager (leader) by 

default.  

Node1:  docker swarm init 

 

 

3. Verify docker swarm feature is now active on Node 1 by  repeating step1.  

Node1:  docker info 

 

4. Allow firewall to open port number on Node 1. To do so: 

a. First install firewall app 

b. Allow firewall to permit the port number 

c. Reload the firewall to take effect 

Node1: sudo apt-get install firewalld 
Node1: sudo firewall-cmd –permanent –zone=public –add-port=2377/tcp 
Node1: sudo firewall-cmd –reload 

 

  



5. Allow firewall to open port number on Node 2. To do so, repeat step 4 on node 2.   

Node2: sudo apt-get install firewalld 
Node2: sudo firewall-cmd –permanent –zone=public –add-port=2377/tcp 

 

 

6. Add Node2 to  swarm as worker, to do so, first get swarm-token-id from node 1 

(manager node) using commands docker swarm join-token worker. 

Node2: docker swarm join –token <swarm-token-id> ip:port 

 

 

7. Verify Node1 (as leader) and Node2 (as worker) has joined the swarm. 

Node1: docker node ls 

 

  



8. Verify there is no container running on host initially. 

Node1: docker container ls  

 

 

9. Running docker-swarm-visualizer container on the node 1. This container will let us 

visualize all manager and worker node in the swarm, and all service containers running 

on the swarm nodes.  

Node1: docker run -it -d -p 8080:8080 -v /var/run/docker.sock:/var/run/docker.sock 
dockersamples/visualizer 

 

 

10. Only if there is iptables related error occurs in step 9, use following commands to fix it. 

 

 

11. Verify the visualizer container is created 

Node1: docker container ls 

 

  



12. To view swarm nodes and services on the web browser use visualizer container. 

Node1: localhost:8080 

 

 

  



Step 2: Overlay networking in Multi-Node Docker Swarm 

 

13. List available networks on manager node. We can see ingress named network is created 

by default using overlay driver by swarm. Because we haven’t yet created any such 

overlay network. 

Node 1: docker network ls 

 

 

14. View detailed information of overlay network (named ingress) 

Node 1: docker network inspect ingress 

 



15. List available networks on worker node 

You can see ingress named network is created by default using overlay driver when 

Node 2 has joined the swarm.  

Node 2: docker network ls 

 

 

16. View IP address of Node 2 to ping it from Node 1. 

Node 2: ip addr 

 

 

17. Verify connectivity from Node 1 to Node 2 using ping utility. 

Node 1: ping -c 3 172.15.1.7 

 



18. View IP address of Node 1 to ping it from Node 2. 

Node 1: ip addr  

 

 

19. Verify connectivity from Node 2 to Node 1 using ping utility. 

Node 2: ping -c 3 172.15.65.232 

  



Step 3: Managing services in Multi-Node Docker Swarm 

In this step, to demonstrate how services are managed in a multi-node docker swarm, we 

will be creating a nginx service. 

 

20. Create a nginx service on the manager node. 

Node 1: docker service create --name nginxweb -p 80801:80 nginx 

 

 

21. Verify that the nginxweb service is created. 

Node 1: docker service ls 

 

 

22. Scale-up the nginxweb service. 

This will create 2 instances (containers) of the nginxweb service.  

Docker swarm load-balancer will distribute by default each instance of the service on 

different nodes of the swarm. 

Node 1: docker service scale nginxweb=2 

 

  



23. Verify the services scaled-up. 

Node 1: docker service ls 

 

 

24. Verify one container of the nginxweb service is created on Node 1. 

Node1: docker container ls 

 

 

25. Verify the second container of the nginxweb service is created on Node 2. 

Node 2: docker container ls 

 

  



26. To visualize the swarm nodes and nginxweb service on the web browser use the 

Visualizer container. 

Node 1(browser): localhost:8080 

 

 

27. Drain the Node 1(manager node). 

This will migrate all the containers running on Node 1 to Node 2. This will not affect the 

service absolutely. 

We are doing this because we want Node 1 to act as manager only. 

Node 1: docker node update --availability drain pc 

 



28. Verify that there is no nginxweb service container running on Node 1 anymore. 

Node 1: docker container ls 

 

 

29. Verify that both the containers of nginxweb service are running on Node 2. 

Node 2: docker container ls 

 

 

30. Visualize that both the containers of nginxweb service are running on Node 2. 

Node 1(browser): localhost:8080 

 



31. Remove the nginxweb service from the docker swarm. 

Node 1: docker service rm nginxweb 

 

 

32. Verify by using the Visualizer container that service is removed. 

Node 1(browser): localhost:8080 

 

 



Step 4: Dataset querying on Multi Node Docker Swarm 

In the scenario, we have created a MySQL service and migrated it to Swarm Worker Node, 

and Used MySQL-WorkBench on Swarm Manager Node. Connected both the nodes, and 

created Database, uploaded the dataset into the database, the Queried the database 

created on Swarm Worker Node from the Swarm Manager.  

 

33. Create a service of MySql database on Node 1 (Swarm Manager) 

Node 1: docker service --name dba-mysql -p 3306:3306 –env 
MYSQL_ROOT_PASSWORD=123 --env MYSQL_DATABSE=bda_db mysql 

 

 

34. Verify the MySql service is created  

Node 1: docker service ls 

 

 

35. Verify the container is created of the service 

Node 1: docker container ls 

 

  



36. Verify the container is running and exit from it 

Node 1: docker exec -it <container-id> /bin/bash 
Node 1: mysql -uroot -p123 
Node 1: exit  

 

 

37. Drain the Node 1 (Swarm Manager) to migrate the service to Node 2 (Swarm Worker) 

Node 1: docker node update  --availability drain pc   

 

 

38. Verify the container is no more running on Node 1 (Swarm Manager) 

Node 1: docker container ls 

 

 

39. Check the Release of Ubuntu on Node 1 (Swarm Manager) to download appropriate 

MySql Workbench installation package 

Node 1: lsb_release -a 

 

 



40. Download appropriate MySql Workbench installation package on Node 1 (Swarm 

Manager) from its official website 

Node 1 (browser): https://dev.mysql.com/downloads/workbench/ 

 

 

41. Install the MySql Workbench package on Node 1 (Swarm Manager) 

Node 1: 

 



 

42. Run the MySql Workbench, and crate a new connection 

 

Node 1 > MySQL-Workbench > Home: click > MySQL Connections + sign 

 

 

43. Create a database connection to MySQL database container running on Node 2 (Swarm 

worker) by providing following values: 

 

 
Node 1 > MySQL-Workbench:  
 
Connection name: Used defined connection name 
Hostname: IP-address-of-the-host-running-MySQL-Database 
Port: Port address that is mapped to the MySQL-Database on the host. This port is 
defined while creating the service. 

 

 



44. Verify the connection (bda-connection) is created 

Node 1: 

 

 

45. Login to MySQL-Database via recently created connection, by providing password set 

while creating the MySQL-Database service. 

Node 1: Password: 123 

 

  



46. Verify the bda-connection is opened 

Node 1: 

 

 

47. Access Table Data Import Wizard to import the bda-table.csv file into the MySQL-

Database 

Node 1 > MySQL-Workbench: bda-db > Tables > Right Click > Table Data Import Wizard 

 

48. Provide path to bda-table.csv located on your hard disk. 

Node 1: 

 
  



49. Specify the database and table name to import the dataset into it. 

Node 1:  

 

 

50. Verify the data-types of attributes of the dataset 

Node 1 : 

 

 



51. Data is importing in progress 

Node 1: 

 

 

52. Verify the to bda-table is created 

Node 1 (MySQL-Workbench): bda_db > Right click > Refresh all 

 

 



53. Run Select * Query  

Node 1 (MySQL-Workbench): bda_db > Tables > bda-table > Right click > Select Row 
Limit 1000 

 

54. Verify the output of Select * Query. 

We can also write a query here and use other queries.  

Node 1:  

 


